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Conectivity 

• People 

• Things 

• Organisations 

Knowledge based 
society 

• Education&training 

• Cultural heritage 

• E-library 

Economy 

• E-commerce 

•Distributed chain of 
production 

•ITC technology 

Opportunities in digital era 
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Cyber crime damage costs to 
hit $6 trillion annually by 2021 

 

Cybersecurity spending to 
exceed $1 trillion from 2017 to 

2021 
 

Cyber crime will more than 
triple the number of unfilled 
cybersecurity jobs, which is 

predicted to reach 3.5 million 
by 2021 

 

Human attack surface to reach 
6 billion people by 2022 

 

Global ransomware damage 
costs are predicted to exceed 

$5 billion in 2017 
 

Sursa: https://www.csoonline.com/article/3153707/security/top-5-cybersecurity-facts-figures-and-statistics-for-2017.html 

Future? 



Global Cybersecurity Index 

Sursa: https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2017-PDF-E.pdf 



The map of the  cybersecurity  
integrated capabilities  

Sursa: https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2017-PDF-E.pdf 



Comparing Romania with…  



•National cybersecurity strategy  

•Privacy regulation (GDPR?) 

•Partnership agreements  

Cybersecurity 
legislation 

•Specialized engineering programs  

• Blue team training 

•Cybersecurity managementl, egal advisory and  audit  

•Cybersecurity citizens culture (educate the  users) 

Cybersecurity 
training 

• Must be govt.technical standards 

•Recommended stanrdas for public and private sectors 

•SCADA and Critical Infrastructures regulations 
Standards 

•Cybersecurity alerts (CERT – RO) 

•Impact of cyber incidents 

•Resilience 
Metrics 

Romania overview 
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Ransomware in Romania 





Thank You! 


