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Opportunities in digital era

Knowledge based

Conectivity society Economy
e People e Education&training e E-commerce
® Things e Cultural heritage eDistributed chain of
e Organisations e E-library production
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Cy b e rs e C u r i ty *National cybersecurity strategy

ePrivacy regulation (GDPR?)

I egi S I at i on ePartnership agreements

Cy b e rse C u rity eSpecialized enfg,il.'leering programs

* Blue team training
eCybersecurity managementl, egal advisory and audit

° . t ra i n i n g eCybersecurity citizens culture (educate the users)
Romania overview

* Must be govt.technical standards

Sta n d a rd S eRecommended stanrdas for public and private sectors

*SCADA and Critical Infrastructures regulations

*Cybersecurity alerts (CERT — RO)

M etri CS eImpact of cyber incidents

*Resilience
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esmmwTotal IPs Romania e |Ps affected

Cybersecurity alerts

in Romania
(number of unique IPs)

7,540,736

( 2,920,407

Data provided by CERT-RO .
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Ransomware in Romania

Ooops your fhes hawe been encrypted’

Time left before the
price goes up
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2. LEVEL OF AWARENESS AND CONCERNS ABOUT INTERNET SAFETY
QB10 How well informed da you feel about the risks of cybercnme? QB8 What concemns da you have, if any, about using the Intemet for things like online
(%) banking or buying things online? (MULTIPLE ANSWERS POSSIBLE)
(%)
[ 10 0 » 40 50
28.093 interviews y You are concemed sbout someone TN <
13>26/06/2017 3 misusing your personal data [ 31
1.054 interviews ' | You are concemed about the security I ———— | 42
i of online payments || 32
13>25/06/2017
You prefer conducting the transaction in e 27
person 8.9 S0 you can inspect the product — a3
Methodology: face-to-face yourself or ask a real person about it
You are afraid that you might not recewve f————i] 2
the goods or services that you buy oniine || N RN  ::
£U28 IR Outer pie RO B Inner pie " m 4
Other - &
EU28 RO
I -
EBB7 4- 887 4- None
EBS74 ‘ems22 P74 emma2 .
©® Jotal ‘Well informed 46 1 31 - . 2
Don't know
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